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WEX Fuel Card Audiit (Report No. 26-01)

DIVISION OF INSPECTOR GENERAL
Grant Maloy, Clerk of the Circuit Court and Comptroller
Seminole County, Florida

June 8, 2026

To: The Honorable Chairman and Members of the Board of County Commissioners

We have conducted an audit of the Wright Express (WEX) Fuel Card Program for credit card
transactions between October 2021 through December 2022 for Seminole County. We will plan to
perform a follow-up audit to determine the status of recommendations and action plans discussed
with Fleet Department management.

Our audit objectives were to determine if the County exercised adequate administrative controls
over the WEX Fuel Card Program, if proper documentation was obtained for fuel cards purchases,
and if fuel cards purchases were approved in accordance with the Administrative Code, ordinances,
policies and procedures.

We conducted the audit in accordance with standards that require that we plan and perform the
audit to obtain sufficient, appropriate evidence to provide a reasonable basis for our findings and
conclusions based on our audit objectives. We believe that the evidence obtained provides a
reasonable basis for our findings and conclusions on our audit objectives.

We appreciate the cooperation and assistance provided by the Fleet Department, Fire Department,
and Environmental Services Department during our audit.

Respectfully submitted,

Rafidall B. Nunley, CPA, CGMA, CIA, CGAP, GRMA, CIG
Inspector General
Division of the Inspector General
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Honorabfe Mr. Gr.
Clerk o ircuit Court and Comptroll
Seminole County, Florida
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Executive Summary

The purchasing of fuel under WEX Fuel Card Program is governed by the contract under
Alternative Contract Source No. 78181701-21-NASPO-ACS (Contract), Seminole County’s
Administrative Code, and Seminole County Manager Policies. The audit ensures
compliance with ACS’s contract and the County’s administrative code, ordinances, policies
and procedures.

The objectives of the audit were to determine if the system of internal administrative
controls over the WEX Fuel Card Program is adequate and effective, and in compliance
with the Contract and County’s administrative code, ordinances, policies and procedures.

Overall, the County’s WEX Fuel Card Program is following the Contract and County’s
Administrative Code, ordinances, policies and procedures. However, we noted some
deficiencies in internal administrative controls which are addressed in our findings.

Background

Alternative Contract Source (ACS) No. 78181701-21-NASPO-ACS for Fuel Card Services
is a contract between the Department of Management Services of State of Florida and
WEX Bank. Section 4 of the Contract states that agencies, as defined in section 287.012,
Florida Statutes, may purchase products and services under this Contract and any entity
purchasing from this Contract acknowledges and agrees to be bound by the terms and
conditions of this Contract.

Seminole County, FL Code of Ordinances, Section 220.5(e) provides that Chapter 220,
Purchasing Ordinance and the Purchasing Policy do not apply to the purchases from State
of Florida State Term Contracts, SNAPS Contract, Prison Rehabilitative Industries and
Diversified Enterprises, Inc. ("PRIDE"), Respect of Florida, Inc. ("RESPECT"), Public
Agencies Cooperative Contracts or Federal GSA Contracts.

Seminole County Administrative Code Section 3.5519(2), from the version of the
Administrative Code in effect during the period under audit, states that per Section 220.12
(b) of the Seminole County Code, the Purchasing and Contracts Division is authorized to
piggyback from GSA Federal (as applicable), State of Florida, Cooperatives and other local
agencies’ awarded agreements when such awarded agreements offer significant benefits.
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Also, Section 34.25(D)(1) states that Departments and Divisions have primary
responsibility to ensure proper use of their assigned County vehicles.

Seminole County utilizes the WEX Fuel Card Services (Card) to purchase fuel when it is
not cost effective to go to Five Points Station to get fuel for County vehicles. The Fleet
Department administers the Contract and the day-to-day operations of the program.

As of May 2024, there were three hundred twenty-five (325) WEX fuel cards issued and
accounted as follows: 23 cards assigned to Fire/EMS Department for Fire Stations, FTC
Non-Ethanol and tank driver to power equipment; 18 were assigned as emergency cards
including Asset #1001 for rental equipment; and 284 cards for specific vehicles and
assets. The Table below illustrates the number of Cards issued to each department or

division:
Total
Issued to Cards
Departments Asset/Vehicle Department Fire Station Issued
Development Services 2 2
Emergency Management 4 4
Environmental Services 109 5 114
Fire/EMS 174 23 197
Fleet and Facilities 1 1 2
Parks and Recreation 2 2
Public Works 4 4
Total 284 18 23 325

From October 2021 to December 2022, the county spent $549,798 on 127,342 gallons of
fuel purchased with WEX cards. Of these purchases, 94.47% were by the Fire/EMS
Department, 5.13% by the Environmental Services, and 0.40% by other departments or
divisions. The table below summarizes these purchases.

- Gallons : Total Net
Dept. /Divisions Transactions Fuel Cost % $ Amount
(rounded)

(rounded)
Animal Control 32 2 $135 0.02%
Fire/EMS 118,902 7,333 $519,375 94.47%
Fleet Services 91 3 $404 0.07%
Roads 43 1 $191 0.04%
Telecomm 38 1 $200 0.04%
Traffic 293 10 $1,288 0.23%
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Water/Sewer 7,590 421 $26,726 4.86%
Watershed Mgmt. 353 19 $1,479 0.27%
Total 127,342 7,790 $549,798 100.00%

Certain internal administrative controls existed for the use of WEX cards, such as:

e Fuel cards are typically assigned to vehicles for which fueling at Five Points is
impractical or not cost-effective.

e Only employees that are enrolled and have a valid Driver Prompt ID Number (PIN)
can use the card.

e WEX only authorizes the purchase after entering the PIN and the odometer
readings.

e Embossed Vehicle ID Number, Business Unit, or Fire Station on the face of the card

e Program Administrator (Fleet) can issue and cancel fuel cards and PIN.

e Supervisor conducts physical inventory of the vehicle which includes WEX fuel card.

e The Fleet Department is responsible for safeguarding emergency fuel cards issued
to departments or divisions.

e Departments can download the monthly invoice and corresponding transactions.

The results of the audit are included in the following report.

Scope, Objectives, and Methodology

An audit of the WEX Bank Fuel Card transactions for Seminole County was conducted.
The period reviewed was October 2021 through December 2022.

The scope of this audit included testing all the administrative controls established over
the WEX Fuel Card Program to ensure compliance with the Contract and County’s
administrative code, ordinances, policies and procedures. The audit included reviewing:

e The terms and conditions of Alternative Contract Source No.78181701-21-NASPO
for Fuel Card Services.

e Seminole County’s Administrative Code, Manager Policies and applicable laws.

e Operational workflow to assess administrative controls.

e Financial applications and supporting documentation for compliance with approved
guidelines.
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A physical inventory was conducted for seventeen (17) emergency cards and the rental
equipment card (Asset #1001), along with other procedures deemed necessary under
the circumstances.

The objectives of the audit were to determine if the system of internal administrative
controls over the Fuel Card program is adequate, effective, and in compliance with the
County’s administrative code, ordinances, policies and procedures.

Inherent Limitations

Because of inherent limitations in any internal administrative control structure, instances
of noncompliance, which include but are not limited to irregularities, errors, waste, or
abuse may nevertheless occur and not be detected. Also, projection of any evaluation of
the internal administrative control structure to future periods is subject to the risk that
procedures may become inadequate because of changes in conditions or that the
effectiveness of the design and operation of policies and procedures may deteriorate.

Overall Evaluation

Seminole County is following the contract and the County’s administrative code and
ordinances, policies and procedures.

Financial applications, transactions, and records that we statistically tested were
accurate, complete, and documented.

However, the internal administrative controls over the WEX Fuel Card Program appear
inadequate and ineffective, requiring improvement to fully realize the program’s
benefits and reduce the risk of misuse.

The following conditions require management attention:
e Segregation of duties
e Policies and Procedures for WEX Fuel Card Program not published
e Incomplete or inaccurate information
e Indications that cards are used for different vehicles or purpose intended
e Inaccurate odometer readings
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Findings, Recommendations, and Management Responses

Finding 1 — Segregation of Duties:

The Fleet Department’s Program Administrator (PA) oversees the implementation and
operation of the card program and maintains and updates information in the WEXOnline
system. The PA has the authority to set up, update, suspend, and cancel fuel cards, as well
as manage vehicle and driver information, including PINs, online. In addition, the PA
reviews and approves WEX invoices for payment, certifying that *Goods or Services hereon
listed have actually been received in the quantity and quality billed, Date R’cd and By,”
followed by the date and signature.

e The Environmental Department represents 5% of all the WEX fuel cards purchases.
Their Finance Manager has internal procedures on how to audit each fuel card
receipt with the Purchase Activity Report (Invoice). They also send an email every
month, after their audit, to the Fleet Department — PA to confirm that invoice is okay
to pay.

e The Fire/EMS Department represents 94% of all the WEX fuel cards purchases and
has written policies and procedures for WEX Fuel Card Program under Fire
Department Operations Bulletin #06004. Their Finance Division has internal control
procedures on how to audit the monthly transactions. All the receipts on file were
compared with the monthly transactions downloaded from WEXOnline.

Our audit found that the Fire/EMS Department, despite accounting for 94% of all fuel card
purchases, was not involved in the invoice approval process. Instead, the Fleet
Department’s PA acknowledged receipt of goods or services and approved invoices for
payment without confirmation from Fire/EMS, the department that physically received the
goods. This practice conflicts with basic internal control principles which includes, but not
limited to, segregation of duties. This involves dividing responsibilities for related activities
where no single person controls all steps of a transaction (ex., authorization, custody,
recording, reconciliation) to prevent fraud and errors, and the ensuring of checks and
balances. As a result, the Fleet Department has complete control over all aspects of the
WEX Fuel Card Program. The responsibility for confirming actual receipt of goods and
services should instead rest with the department using the fuel cards.

We recommend the Invoice’s Purchase Activity Report for each vehicle be sent to the card
user’s director, supervisor, or designee for review and confirmation of goods and services
received. This ensures that the individual with direct knowledge of receiving the goods and
the supervisor responsible for approving the driver’s business travel are both involved in
the invoice approval process. Assigning this responsibility to the fuel card user’s department
promotes transparency, particularly when travel outside the county is a routine part of
operations. Using the Purchase Activity Report, the department can confirm whether the
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vehicle and fuel card were used for official County business and address issues promptly,
such as billing errors, incorrect odometer entries, or habitual misuse. After reviewing and
consolidating all completed Purchase Activity Reports, the department’s finance team
should email the documentation to the Fleet Department’s PA. Accordingly, the Fleet
Department should not approve invoices for payment without confirmation of goods
received from the fuel card user’s department.

Departments and divisions have the primary responsibility for ensuring the proper use of
their assigned County vehicles. The affected Department Director and the County Manager
are accountable for monitoring and controlling the utilization of all County-owned vehicles.
Having the Purchase Activity Report provides departments with the information needed to
effectively oversee vehicle usage. [Section 34.25, (D-1) and (E) of Seminole County
Administrative Code]

Recommendations:

The Purchase Activity Report for each vehicle should be reviewed and acknowledged by
the employee’s director, supervisor, or designee to confirm receipt of goods and services
and verify proper billing. Only after receiving confirmation from the consuming departments
should the Program Administrator approve the invoice for payment.

Documentation of the confirmation and approval process should be maintained to provide
an audit trail.

Management Response:

Fleet & Facilities concur with the finding and recognize the importance of strengthening
segregation of duties within the WEX Fuel Card Program.

While current processes include multiple levels of review, the audit correctly identified that
the Program Administrator has end-to-end visibility and approval authority over certain
transactions, and that confirmation of goods and services has not been consistently
documented by the card-using departments.

To address this, the County will implement a revised workflow requiring:

« Department-level review and confirmation of fuel purchases using the Purchase
Activity Report

« Documented approval by a supervisor or designee within the consuming department

« Program Administrator approval of invoices only after departmental confirmation
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Documentation of departmental review and approval will be retained in accordance with
County recordkeeping requirements to ensure a complete and auditable records of all
transactions.

These controls will be formalized in the updated WEX Fuel Card SOP and supported by
standardized documentation procedures.

Finding 2 — Policy and Procedures for WEX Fuel Cards Program Not Published:

Written policies and procedures provide a clear framework for the consistent and efficient
operation of the department or program. They communicate organizational expectations
by defining acceptable practices, roles, and responsibilities, and by outlining the steps
required to complete tasks. These documents promote fairness, compliance, and
accountability, while serving as a reference for decision-making and employee training. By
establishing clear standards, policies and procedures help ensure that all employees
understand their responsibilities and duties and perform them in @ manner that supports
the department’s objectives.

On May 22, 2024, the Division of Inspector General obtained a copy of the WEX Fuel Card
Standards and Guidelines from the Seminole County Environmental Services Department,
apparently sourced from the County’s SharePoint Server (intranet). According to the file
information, this document was created on October 5, 2015. This appears to be in response
to our audit report issued in June 2015. However, as of July 2, 2024, this same WEX Fuel
Card Standards and Guidelines document no longer appeared to be available on SharePoint.

The Division of Inspector General inquired of the WEX Fuel Card Program Administrator to
verify if there were written policies and procedures for WEX Fuel Cards Program were
published. The response, received on August 23, 2024, stated there were none. In a
follow-up inquiry on January 28, 2026 to verify if there were written policies and procedures
or standards and guidelines, the Fleet Division Manager responded that the department did
not have a “completed one” and is working with the Purchasing department to get a
finalized SOP (Standard Operating Procedures).

Recommendations:

Publish the written policies and procedures, comply with their requirements, and enforce
the duties and responsibilities imposed.

Management Response:

Fleet & Facilities concur with the finding.
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While operational practices and internal guidance have been in place, a formally published
and consolidated Standard Operating Procedure (SOP) for the WEX Fuel Card Program has
not been maintained.

The Department is currently developing a comprehensive SOP that will:

o Define roles and responsibilities across Fleet, Finance, and all participating
departments

« Establish standardized procedures for card issuance, usage, monitoring, and
reconciliation

« Incorporate internal control requirements aligned with audit recommendations and
peer county practices

The SOP will be finalized, approved, and distributed to all participating departments.
Required training and acknowledgment will be implemented to ensure understanding of
program requirements.

The SOP will also establish accountability for compliance and outline enforcement
expectations for all participating departments that ensure consistent adherence to program
controls.

Finding 3 — Incomplete or Inaccurate Information in WEXOnline:

WEXOnline is the system that maintains all the information regarding WEX Fuel Cards. The
Fleet and Facilities Department’s Program Administrator (PA) oversees the implementation
and operation of the card program and is responsible for maintaining and updating
information in the WEXOnline system. Accurate vehicle profiles and complete information
are essential for management reporting, review, and the performance of internal control
procedures and analysis. Department finance staff or a third party can verify that
employees purchase only necessary fuel by comparing a vehicle’s tank capacity and fuel
type (gas or diesel) with the fuel type and gallons recorded on card purchases. The asset
acquisition date is also important for assessing vehicle efficiency and determining how long
the asset has been in service. Therefore, it is reasonable to expect the WEXOnline system
to maintain accurate and complete information on the County’s assets. Data exported from
WEXOnline by the Fleet Department showed that, between October 2021 and December
2022, WEX cards were used to purchase fuel for 170 County assets (vehicles and boats).
Our audit noted the following:
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October 2021 — # of Assets with # of Assets with
Complete % Incomplete or %
December 2022 . .
Information Inaccurate Information
Number of Assets | 170
Product Type 40 24% 130 76%
VIN/HIN 129 76% 41 24%
Service Date 38 22% 132 78%
Tank Capacity 66 39% 104 61%

To determine whether any incomplete or inaccurate information had been updated in
WEXOnline, we obtained an updated list from the Fleet Department as of May 21, 2024,
for analysis. We compared the October 2021 through December 2022 data with the May
2024 data and found minor differences between the two reports. Vehicles returned to Fleet,
sold at auction, or no longer requiring fuel cards were not included in the May 2024 list.
This list showed 325 WEX cards issued, broken down as follows: 23 cards assigned to the
Fire/EMS Department for fire stations, FTC Non-Ethanol, and tank drivers; 18 issued as
emergency cards, including Asset #1001 for rental equipment; and 284 assigned to vehicles
and/or boats. Incomplete information for the 284 assets is detailed on the table below:

# of Assets with
Incomplete or
Inaccurate
Information

# of Assets with

May 2024 Complete
Information

Number of Assets 284
Product Type 65 23% 219 77%
VIN/HIN 177 62% 107 38%
Service Date 69 24% 215 76%
Tank Capacity 93 33% 191 67%

Incomplete or inaccurate information limited the ability to perform certain internal control
analyses, as well as management reviews and reporting.

Recommendations:
Update all vehicle or asset profiles in the WEXOnline system.
Management Response:

Fleet & Facilities concur with the finding and recognize the importance of maintaining
complete and accurate asset information within the WEX system to support effective
monitoring, reporting, and internal controls.
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As noted during the audit, corrective actions have already been initiated. The Department
will complete a comprehensive review and update of all existing vehicle and asset profiles
in the WEX system to ensure that required data fields, including but not limited to VIN/ID
number, service date, and tank capacity, are accurate and complete.

To ensure ongoing data integrity, the County will implement controls requiring:

« Verification that all required fields are completed before activation of new cards

» Periodic audits of WEX system data to identify and correct incomplete or inaccurate
information

» Assignment of responsibility for maintaining and validating asset data within the
system

These requirements will be formalized within the updated WEX Fuel Card SOP and
incorporated into ongoing program monitoring.

Finding 4 — Indications Cards Used for Different Vehicle or Purpose Intended:

WEX fuel cards are issued to specific vehicles, fire stations, departments or divisions and
not to individual employees. When issued to a vehicle, the Asset or Vehicle ID # of the
vehicle was embossed on the card, with the purpose of purchasing fuel only for that
vehicle. The Business Unit Number is embossed on the card when a fuel card is issued to
a department or division for the purpose of an emergency and/or to power equipment.
For some fire stations, the station number and the term “Non-Ethanol” is embossed on
the card for the purpose of purchasing Non-Ethanol (gasoline) for equipment. The
embossing on the card is to remind the employees of the purpose of the card and to
avoid mistakes. Also, Fire Department Operations Bulletin #06004 states, “Each assigned
WEX card contains the BCC number of the vehicle it is assigned to and shall not be used
on any other vehicle.”

Based on our analysis of past fuel purchases, we found that cards assigned to specific
vehicles or purposes were sometimes used to fuel other vehicles or for different purposes:

e WEX cards assigned to Fire Stations (ST) with term “Non-Ethanol” were used to
purchase diesel fuel.

e WEX cards assigned to specific vehicles were used to purchase a different type of
fuel which has been previously purchased for the vehicle.

For our audit, we analyzed 7,790 transactions (with a total net fuel cost of $549,798.14)
and identified eighty-one (81) transactions, all involving cards issued to the Fire
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Department, with a total net fuel cost of $5,260.13 (or approximately 1% of the total net
fuel cost) that appeared to involve WEX cards being used for a different vehicle or purpose
the card was not intended. The following is a summary:

Product No. of Total Net Product Purchased
History Purchases Fuel Cost
Diesel 28 $ 884.41 Unleaded/Marine
Unleaded 1 $ 32.12 Diesel
Marine Fuel 52 $ 4,343.60 Diesel
Total 81 $ 5,260.13

Failure to adhere to the intended purpose of the fuel cards creates the possibility that the
listed fuel purchases did not benefit the County and provides no assurance that County
resources were adequately safeguarded.

Recommendations:

Include in the monthly audit a review of the types of fuel products purchased to ensure
each vehicle has consistent fuel usage. Require the card user, with their supervisor’s
concurrence, to provide a written explanation for any purchase of a different fuel product.

Management Response:

Fleet & Facilities concur with the finding and recognize the importance of ensuring that
WEX cards are used strictly for their assigned vehicle or intended purpose.

While the audit identified limited instances representing a small percentage of total
transactions, the Department agrees that strengthened controls are necessary to ensure
consistent compliance across all departments.

To address this, the County will implement controls that will require:

« Monthly review of fuel transactions to identify inconsistencies in fuel type, usage
patterns, or assigned vehicle alignment

« Written justification for any identified exceptions, including use outside of assigned
parameters

« Supervisory review and approval of all exceptions

These reviews will be documented and retained as part of the program’s compliance
monitoring process to ensure an auditable record of oversight and corrective actions.
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Additionally, the Department will reinforce card usage requirements through
communication and training, and will evaluate system-based controls, where available, to
further restrict unauthorized fuel types or transaction parameters.

These controls will be formalized in the updated WEX Fuel Card SOP and incorporated into
ongoing monitoring practices.

Finding 5 — Inaccurate Odometer Readings:

County employees must enter their Driver Prompt ID Number (PIN) and the current
odometer reading at the pump to authorize fuel purchases with the WEX card. A consistent
and logical sequence of odometer readings indicates the readings belong to the same
vehicle. This serves as a built-in internal control to help ensure fuel cards are used only for
the vehicles to which they were issued.

After analyzing the information provided, we found instances of inaccurate odometer
readings. The summary is as follows:

e For cards that are assigned to a department or division to fuel equipment and/or for
emergency purposes, odometer readings may be inconsistent because the fuel cards
are used to fuel several vehicles or for equipment which might not have an
odometer.

e During times when the pump stopped working but refueling was still required, the
current and previous odometer readings are identical resulting to illogical statistics
(ex. fuel economy for miles driven per gallon and cost per distance/mile).

¢ When refueling, it is expected that the driver will input the actual odometer reading.
However, it appears there were cases where inaccurate odometer readings were
entered at the pump.

Our audit identified sixty-four (64) transactions with a total net cost of approximately
$3,400 (836 gallons) with inaccurate odometer readings. These errors included:

e Odometer reading entered as zero (0) for current or previous reading,
e Prior odometer reading entered was higher than the current reading entered, or
e Fictitious numbers entered (ex. 999,999)

Such errors raise concerns that not all purchases may have benefited the County.
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Recommendations:

Reiterate to employees the importance of accurate odometer readings. The monthly audit
should include a review of these errors, monitor their occurrence, track habitual non-
compliance, and request written explanations with the concurrence of their supervisor.

Management Response:

Fleet & Facilities concur with the finding and acknowledge that accurate odometer data is
essential for monitoring fuel efficiency, vehicle utilization, and appropriate use of County
resources.

The audit identified that inaccuracies were primarily attributable to user input errors,
including default entries and incorrect values. The Department agrees that additional
controls are necessary to ensure the reliability of this data.

To address this, the County will implement controls that will require:

« Reinforced training for all card users on proper odometer entry requirements

o Monthly review of transaction data to identify invalid, missing, or inconsistent
odometer entries

« Written explanations for any identified discrepancies or invalid entries
» Supervisory review and concurrence for all documented exceptions

These reviews will be documented and retained as part of the program’s compliance
monitoring process to ensure an auditable record of oversight and corrective actions.

Additionally, the Department will evaluate system-based controls, where available, to
prevent clearly invalid entries (e.g., zero or unrealistic values) at the point of transaction.

These controls will be formalized in the updated WEX Fuel Card SOP and incorporated into
ongoing monitoring practices.
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